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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
3GPP TS 33.401.
3
Rationale

3.1
Overview

The basic principles on which the proposal of this contribution is based are discussed in a companion contribution. The proposed solution for key derivation is modelled after the mechanism for connected mode mobility between 3G and 4G. The legacy mechanism for 4G to 3G is generalized and used for both directions between 4G and 5G when deriving a mapped security context from the security ontext used iwith the source system. The target system anchor key (KASME or KAMF) is derived from the source system anchor key and the NAS COUNT value. The use of the NAS COUNT value, a parameter both present in EPS and 5G security context, removes the need of using the nonces and allows to generalize the mechanism to both directions.

During handovers, the target CN node (MME or AMF depending on the direction) is able to select the security algorithm based on the provided UE capabilities and signal the selection to the UE in the Target to Source Transparent Container. 
The proposed content does not directly map to the content under related clause 9.1 from TS 33.401 [1]. This is because the original content is too specific to 3G security. In addition, in the 5G case, we do not expect impact on MME while SGSN was impacted in the legacy system. More precisely, although this is about interworking, the solution takes into account that from the MME perspective, the UE is moving to/from another MME.
3.2
Summary of the proposed solution
Handover from 4G to 5G

· The AMF derives a mapped 5G security context based on the EPS security received in the forward relocation request and includes the selected security algorithm in the target to source transparent container.

3.3
Advantages of the proposed mechanisms
The proposed solution has the following advantages. 
· It generalizes the use of the NAS COUNT in the derivation of the target system keys, which is a legacy mechanism, to both directions thus avoiding the overhead and complexity due to the usage of nonces.

· It does not require changes to MME.
· It provides the same level of security as in the S1-handover procedure involving MME change.

4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: The referred clause is 9.X is introduced in a companion contribution. Header 9.Z is introduced in other contributions
9.Z
Security handling in handover

9.Z.X
Handover from EPS to 5GS

The handover procedure from EPS to 5GS is described in TS 23.502 [8] clause 4.11.1.2.2. In this procedure, the target AMF receives the UE context from the source MME in the Forward Relocation Request Message. The UE context includes the security parameters such as the current KASME and the UE security capabilities. The AMF shall derive a mapped 5G security context as described in clause 9.X.2 except for the selection of the NAS security algorithms and which shall be performed as described below. If the AMF receives only EPS security capabilities, the AMF shall assume only the support of the mandatory 5G security algorithms on the UE side, and shall perform the selection based on this default set as described in clause ??.
Editor’s Note: Whether MME’s will support the transfer of 5G security capabilities and how to handle that is FFS.
Editor’s Note: It is FFS whether and, in case yes how, UP integrity protection is activated.
The AMF shall also derive a fresh KgNB from the mapped KAMF to be used by the target gNB. The AMF shall include the newly derived KgNB, the mapped ngKSI, the default UE 5G security capabilities, and the selected 5G NAS security algorithms in the Handover Request message to the target gNB. The target gNB shall select the 5G AS algorithms based on the received UE security capabilities as described in clause ??, The gNB shall derive further AS keys based on this selection. The gNB shall include the selected 5G AS security algorithms, the ngKSI, and the selected NAS security algorithms in the Target to Source Container that is sent back to the target AMF in the Handover Response message. The gNB shall immediately take into use the newly derived 5G AS security context.
Editor’s Note: It is FFS which other AS security parameters, e.g. NH and NCC, are needed and how they are signaled.
Upon the reception of the Handover Command message, the UE shall derive the mapped 5G security context as described in clause 9.X.2 and where the 5G NAS algorithms to be used are the ones selected by the target AMF. The UE shall also derive the KgNB and further AS keys based on the received 5G AS security algorithms selected by the target gNB. The UE shall immediately take the newly created mapped security context into use, both for NAS and AS communication. In addition, the UE shall include the 5G security capabilities in the Registration Request message during the registration procedure executed following the handover.
Editor’s Note: The key derivation and the NAS parameter transfer between AMF and UE need to be aligned with N2-based handover.
***
END OF CHANGES
***
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